HTMLS - URL ENCODING

URL encoding is the practice of translating unprintable characters or characters with special
meaning within URLs to a representation that is unambiguous and universally accepted by web
browsers and servers. These characters include —

¢ ASCII control characters — Unprintable characters typically used for output control.
Character ranges 00-1F hex 0 - 31decimal and 7F 127decimal. A complete encoding table is given
below.

¢ Non-ASCIl control characters — These are characters beyond the ASCII character set of
128 characters. This range is part of the ISO-Latin character set and ncludes the entire "top
half" of the ISO-Latin set 80-FF hex 128 — 255decimal. A complete encoding table is given below.

¢ Reserved characters — These are special characters such as the dollar sign, ampersand,
plus, common, forward slash, colon, semi-colon, equals sign, question mark, and "at" symbol.
All of these can have different meanings inside a URL so need to be encoded. A complete
encoding table is given below.

+ Unsafe characters — These are space, quotation marks, less than symbol, greater than
symbol, pound character, percent character, Left Curly Brace, Right Curly Brace , Pipe,
Backslash, Caret, Tilde, Left Square Bracket, Right Square Bracket, Grave Accent. These
character present the possibility of being misunderstood within URLs for various reasons.
These characters should also always be encoded. A complete encoding table is given below.

The encoding notation replaces the desired character with three characters: a percent sign and
two hexadecimal digits whose correspond to the position of the character in the ASCIl character
set.

Example

One of the most common special characters is the space. You can't type a space in a URL directly.
A space position in the character setis 20 hexadecimal. So you can use %20 in place a space
when passing your request to the server.

http://www.example.com/new%20pricing.html

This URL actually retrieves a document named new pricing.htm/ from the www.example.com

ASCII control characters encoding

This includes the encoding for character ranges 00-1F hex 0 - 31decimal and 7F 127decimal

Decimal Hex Value Character URL Encode
0 00 %00
1 01 %01
2 02 %02
3 03 %03
4 04 %04
5 05 %05
6 06 %06
7 07 %07


http://www.tutorialspoint.com/html5/html5_url_encoding.htm

8 08 backspace %08

9 09 tab %09
10 Oa linefeed %0a
11 Ob %0b
12 Oc %0c
13 od carriage return  %0d
14 Oe %0e
15 of %0f
16 10 %10
17 11 %11
18 12 %12
19 13 %13
20 14 %14
21 15 %15
22 16 %16
23 17 %17
24 18 %18
25 19 %19
26 la %1la
27 1b %1b
28 1c %1c
29 1d %1d
30 le %le
31 1f %1f
127 7f %7f

Non-ASCIl control characters encoding

This includes the encoding for the entire "top half" of the ISO-Latin set 80-FF hex 128 - 255decimal.

Decimal Hex Value Character URL Encode

128 80 € %80
129 81 %81
130 82 , %82
131 83 f %83

132 84 " %84
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%cb
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238 ee i %ee

239 ef T Y%ef
240 fo 0 %f0
241 fl A %f1
242 f2 0 %f2
243 f3 o %f3
244 fa 0 %f4
245 f5 0 %f5
246 f6 0 %f6
247 f7 + %f7
248 f8 [ %f8
249 f9 u %f9
250 fa a %fa
251 fb a %fb
252 fc u %fc
253 fd y %fd
254 fe b %fe
255 ff y %ff

Reserved characters encoding

Following is the table to be used to encode reserved characters.

Decimal Hex Value Char URL Encode

36 24 $ %24
38 26 & %26
43 2b + %2b
44 2C , %2cC
47 2f / %2f
58 3a : %3a
59 3b ; %3b
61 3d = %3d
63 3f ? %3f
64 40 @ %40

Unsafe characters encoding



Following is the table to be used to encode unsafe characters.

Decimal Hex Value Char URL Encode

32 20 space %20
34 22 ! %22
60 3c < %3¢
62 3e > %3e
35 23 # %23
37 25 % %25
123 7b { %7b
125 7d } %7d
124 7c | %7c
92 5c \ %5c¢
94 5e ~ %5e
126 7Te ~ %7e
91 5b [ %5b
93 5d ] %5d
96 60 ) %60
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