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1 What is UPnP?
Universal Plug and Play protocol extends the simplicity of the Plug and Play peripheral model to include the entire network, 

enabling discovery and control of devices, including networked devices and services, such as network attached printers, 

Internet gateways, and consumer electronics equipment. It is designed to support zero-configuration “invisible” networking, 

so a device can dynamically join a network, obtain an IP address, convey its capabilities and learn about the presence and 

capabilities of other devices--all automatically. UPnP uses standard TCP/IP and internet protocols enabling it to seamlessly 

fit into existing networks. A distributed, open network architecture, it is independent of any particular OS, programming 

;language, or physical medium. UPnP does not specify the APIs  the applications will  use, allowing operating system 

vendors to create APIs that will meet their customer needs. 

2 What does UPnP do in a device?
UPnP enabled devices seamlessly  and transparently locate each other.  UPnP technology defines a standard way of 

controlling devices using extensible markup language (XML),and simple object  access protocol  (SOAP),  which is the 

standard for Web messaging. DHCP (Dynamic Host Configuration Protocol) and DNS (Domain Name System) servers are 

optional and are used only if available on the network. A device can smoothly and automatically leave or be removed from 

a network without leaving behind any unwanted state information.

3 UPnP in a broader sense: collaborating for Digital Interoperability

In order to share information and collaborate to enhance the whole home network, UPnP Implementers Corporation (UIC) 

has a joint alliance with a group called Digital Living Network Alliance. DLNA has incorporated UPnP architecture and 

Audio-Video (AV) DCPs into its certification process. Now all devices must pass the UPnP AV device certification process. 

DLNA creates a framework for  how UPnP technology works with the network  protocol  stack.  DLNA’s  interoperability 

Guidelines Functional Components and Technology ingredients include:

 Connectivity using Ethernet, 802.11 and Bluetooth

 Networking using IPv4 Suite

 Device discovery and control using UPnP device architecture v1.0

 Media management and control using UPnP AV v1 and UPnP printer:1

 Media formats applying required and optional format profiles, and

 Media transport using HTTP and RTP.
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4 Key Features of UPnP

● Media and device independence: UPnP technology can run on any medium that supports IP networking, including 

phone line, power line, Ethernet, RF, Wireless, and 1394.

● Platform independence: Vendors can use any operating system and any programming language to build UPnP 

products.

● Internet-based technologies: UPnP technology is built upon IP, TCP, UDP, HTTP, and XML among others.

● UI control: UPnP architecture enables vendor control over device user interface and user interaction using a web 

browser.

● Programmatic control: UPnP architecture also enables conventional application programmatic control.

● Common base protocols: Vendors agree on base protocol sets on a per-device basis.

● Extendable: Each UPnP product can have a value-added services layered on top of the basic device architecture 

provided by  individual manufacturers. 

5 UPnP Protocol stack
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6 Steps involved in UPnP networking:

Addressing

The foundation for UPnP networking is the TCP/IP protocol suite and the key to this suite is addressing. Each device must 

have  a  Dynamic  Host  Configuration  Protocol  (DHCP)  client  and search  for  a  DHCP server  when the  device  is  first 

connected to the network. If a DHCP server is available, the device must use the IP address assigned to it. If no DHCP 

server is available, the device must use Auto IP to get an address. 

Discovery

When a device is added to the network, SSDP allows that device to advertise its services to control points on the network. 

When a control point is added to the network, SSDP allows that control point to search for devices of interest on the 

network.

Discovery-Advertisement

When a new device is added to the network, it multicasts discovery messages advertising its embedded devices and 

services. Any interested control point can listen to the standard multicast address for notifications that new services are 

available.

Discovery-Search

When a new control point is added to the network, it multicasts a SSDP discovery message, searching for interesting 

devices and services. All devices must listen to the standard multicast address for these messages and must respond if 

any of their embedded devices or services matches the search criteria in the discovery message.

Description

After a control point has discovered a device, the control point still knows very little about the device. For the control point 

to learn more about the device and its capabilities, or to interact with the device, the control point must retrieve the device's 

description from the URL provided by the device in the discovery message.
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Devices may contain other, logical devices and services. The UPnP description for a device is expressed in XML and 

includes vendor-specific, manufacturer information including the model name and number, serial number, manufacturer 

name, URLs to vendor-specific Web sites, and so forth. The description also includes a list of any embedded devices or 

services, as well as URLs for control, eventing, and presentation. 

Control

To learn more about the service, a control point must retrieve a detailed UPnP description for each service. The description 

for a service is also expressed in XML and includes a list of the commands or actions the service responds to, and the 

parameters or arguments for each action. The description for a service also includes a list of variables; these variables 

model the state of the service at run time, and are described in terms of their data type, range, and event characteristics. 

To control a device, a control point sends an action request to a device's service. To do this, a control point sends a 

suitable control message to the control URL for the service (provided in the device description). Control messages are also 

expressed in XML using SOAP. 

In response to the control message, the service returns action-specific values or fault codes.

Eventing

UPnP description for a service includes a list of actions the service responds to and a list of variables that model the state 

of the service at run time. The service publishes updates when these variables change, and a control point may subscribe 

to receive this information. 

The service publishes updates by sending event messages. Event messages contain the names of one of more state 

variables and the current value of those variables.  These messages are also expressed in XML and formatted using 

GENA. 

A special initial event message is sent when a control point first subscribes; this event message contains the names and 

values for all evented variables and allows the subscriber to initialize its model of the state of the service. 

To support multiple control points, all subscribers are sent all event messages. Subscribers receive event messages for all 

evented variables, and event messages are sent no matter why the state variable changed (in response to an action 

request or due to a state change). 
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7 UPnP Audio/Video

UPnP supports a powerful architecture for management and playback of media. The application we have built showcases 

the unique capabilities of this architecture utilizing the three way communication model of Renderer, Media Server, and 

Controller and the streaming of audio and video among them.

    UPnP A/V architecture
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8 Trianz Middleware Solution

The stack diagram above elucidates the protocols and technologies that Trianz has worked on to develop a UPnP device 

and Control Point.

The following modules/Technologies/Protocols have been successfully implemented

● XML Parsers

● HTTP Parsers

● Miniserver: used to handle incoming requests and giving control to other modules

● Socket Programming
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● Simple Service Discovery Protocol (SSDP)

● Simple Object Access Protocol (SOAP)

● General Event Notification Architecture (GENA)

9 A Snapshot of the application (Front End for Control Point and Media 
Server)
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10 Some UPnP implementation Scenarios:

Digital Media Printer

Simply plug the printer into any available network port, be it phone line, power line, or Ethernet, and have the 

printer immediately available to all devices and users of the network. No need for Network configuration and 

installation of drivers!

Home Theatre Mode

When it’s time to watch your favorite movie, a single script can automate the entire experience:

● The TV is turned on to the proper channel.

● The DVD player is turned on.

● The stereo is turned on to the Video mode, and the volume is turned up to theater levels.

● The lights in the house turn off, except for the living room where they dim slightly.

● The DVD is played.

The Master Switch

You come home from a hard day’s work and walk in your front door. You flip a wall switch, which, to most of us, 

just turns on the light in the foyer. With UPnP, this switch is much more than that. This switch is simply a UPnP 

service whose state is defined by a variable called “Position.” When you flip the switch, “Position” changes to 

“On” and a script running on your Windows-based PC goes into action.

The script gets the notification that the position of the master switch has changed to “on”. It  then does the 

following:

● The heat turns on to your preset temperature.

● The answering machine starts playing new messages.

● Your stereo system turns on and is set  to your favorite classical station,  and the volume is set  for 

ambient level. 

● The window blinds raise, but only if it’s after sunset (sunrise/sunset data is easily obtainable from the 

Internet).

● Optionally, the TV is turned on and set to the news station, with the sound off and the closed captioning 

turned on.

● The light in the foyer also turns on.
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11 Extension of UPnP: SCP

Dues to some limitations like the cost involved in supporting the technology and some seemingly stringent requirements 

like the device must have a full featured TCP/IP network stack and HTTP 1.0 compliant web server, an alternative to UPnP 

has been developed. Simple Control Protocol (SCP) is intentionally designed to run over low bandwidth communication 

networks such as home power line networks. It brings the UPnP device architecture to very small low-cost devices that 

wouldn’t normally be able to afford a full UPnP stack.

12 Summary

A combination of high speed computing power and connectivity in everyday devices is the buzzword in industry today. Due 

to the advent of inexpensive and ubiquitous networking media technologies, the task has been  simplified to an extent. 

Though the fact still remains that we have to utilize these technological advancements in a way that it doesn’t leave people 

overwhelmed,  the applications must surely be as user friendly as they can be.

At Trianz we have tried to achieve exactly this purpose. Taking into account existing standards prescribed by UPnP forum, 

we have developed an application that is simple enough to be implemented in the smallest of appliances, powerful enough 

to scale to the global internet, and is based on the proven approach of internet protocols.
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13 For more information
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SOAP 

Simple Object Access Protocol. 

Defines a protocol in XML, over HTTP, for remote procedure calls. 

IETF draft and W3C Technical Report.
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